[Tpunoxenue Nel
K IIPHUKa3y OT Ne

HOJIUTUKA
yUYpexKAeHUs] B OTHOLIECHHH 00pad0TKU NEePCOHATBHBIX JAHHBIX

1. TepMunbl u onpeaejseHust

[lepconanbubie ganusie (I1/JH) - nro0as nHpopmanus, OTHOCAIIAACS K MPSAMO WIH
KOCBCHHO ONPEACICHHOMY WIH OTpeaesieMoMy dusndeckomy juiy (cyobekty I1/1H).

OmnepaTop - rocyJapCTBEHHBIM OpraH, MyHUIIMTIIAIBHBIA OpraH, IOPUANYECKOE WU
bu3nuecKoe U0, CAMOCTOSATEIBLHO WIIM COBMECTHO C APYTMMHU JIMIIAMHU OPTaHU3YIOIINUE U
(mnmm) ocymectrisitomue odpadotky IIJIH, a Takxke omnpenensiomue Ieau o0paboTKu
[T, cocraB IIJIH, momnexamnux oOpaOoTKe, JEHCTBUS (Omeparuu), CoBEpIIacMbIe C
I11H.

OoOpabotka I1/In - moboe neiicTBue (omepanys) WM COBOKYIHOCTh JI€WCTBHIA
(omeparuii), coBeplIIaEMbIX C HCIOJIB30BAaHUEM CpPEACTB AaBTOMATH3allMM Wi 0e3
WCTONB30BaHusa Takux cpenacts ¢ [IJIH, Bkirowass cOop, 3amuch, CHUCTEMaTU3AIMIO,
HaKOIUICHUE, XpaHEHHWE, YTO4YHeHHe (OOHOBJICHUE, W3MEHEHHUE), U3BJICUCHHUE,
WCTIOJIb30BaHUE, nepenavy (pacnpocTpaHeHue, MpeoCTaBJICHUE, JOCTYTI),
o0e3nMurBaHue, OJOKUPOBAHKE, yaaleHne, yHuutoxxenue I1/1H.

ABtoMatuzupoBaHHas oOpabortka [IJ][n - obpaborka I1[IH ¢ momorpl0 cpeacTB
BBIYMCIUTEIbHON TEXHUKH.

Pacnipoctpanenune IIJlH - neucTBus, HampaBieHHbIE Ha packpeitue [I/IH
HEOIPEICIICHHOMY KPYTy JIULL.
IIpenocraBnenne II/IlH - neiictBus, HamnpaBieHHble Ha packpsitue [1JIH

ONPEIEIICHHOMY JIMIYy WM ONPEIEICHHOMY KPYyTy JIULI.
brnoxuposanue I1/11 - Bpemennoe npekpaiienue oopadotku [1JIH (3a uckIroueHuEM
clIydaeB, eciii 00paboTka HeoOxoauma st yrounenus [1/1x).

Yunuroxenue [I/IH - neiicTBus, B pe3ysIbTaTeé KOTOPBIX CTAHOBUTCS HEBO3MOKHBIM
BoccTaHOBUTH cojepxkanve [[Jlu B HUCIIAH wu (unm) B pe3yiabTaTe KOTOPBIX
YHUUYTOXKAKOTCS MaTepuaibHble HocuTenu [1/1H.

O6e3nuuuBanue IIJIlH - fjeiicTBus, B pe3yJdbTare KOTOPBIX CTAHOBHUTCS
HEBO3MOXKHBIM  0€3 HCIOJIb30BaHUSI JIONOJIHUTEIbHON HH(OpMaUU  ONpPEIeIUTh
npuHaanexHocTh [1J]IH konkpeTHOMY cyOBekTy T1/1H.

Nudopmarmonnas cucrema nepcoHanbHbix gaHHbIX (MCIIJIH) - COBOKYITHOCTH
comepxkammxcs B 0a3zax gmaHHbix [IJlH w oOecnmeumBaromux #ux 00pabOTKY
MH(GOPMALIMOHHBIX TEXHOJOTHI U TEXHUYECKUX CPECTB.

Tpancrpannunas nepenava [1/1n - nepemnava I1/IH HA TEppPUTOPUIO HHOCTPAHHOIO
rocy/iapcTBa OpraHy BJIACTH WHOCTPAHHOTO TOCYAAapCTBa, MHOCTPAHHOMY (PU3NYECKOMY
JIMILYy WM UHOCTPAHHOMY FOPHINYECKOMY JIMILY.

2. Ha3HauyeHue M NPaBOBasi OCHOBA IOKYMEHTA

[Tonutka rocygapCTBEHHOTO Ka3eHHOTO YyupexaeHus Buagumupckoil obiactu
«Otnen couumanbHOM 3amuThl HaceiaeHus no IFOpwes-Ilonbckomy paiiony» (maiee mo
TEKCTy — Y4YPEKACHHE) OIpeleNseT CHCTEeMy B3IUIZIOB Ha mpobieMy obecreueHHs
6esomacnoctu [1/In u mpencrasiser co0oil cUCTEeMaTU3UPOBAHHOE H3JIOKEHUE IIeNiel U
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3a/1a4 3allUThl, KaK OJHO WJIM HECKOJIbKO IMPaBWJI, MPOUEAYpP, IPAKTUUYECKUX MPUEMOB U
PYKOBOSIIUX MPHUHIMIIOB B 00JaCTM HH(POPMAIIMOHHON OE30MaCHOCTH, KOTOPHIMHU
PYKOBOJICTBYETCSI YUPEKJICHHE B CBOEH JEATEIIbHOCTH, a TAKK€ OCHOBHBIX MPUHIIUIIOB
MOCTPOCHUS, OPTraHU3AIMOHHBIX, TEXHOJOTMYECKUX M  MPOUEAYPHBIX AaCIEKTOB
obecnieueHus 6e3omacHoctH I1/1H.

3akoHogaTebHONM OCHOBOM Hactosimed Ilomutuku sBusitorcst KoHcTUTyIus
Poccuniickont @enepannu, I'paxxnanckuii u TpynoBoit kogaekcel, PenepabHbId 3aKOH OT
27.07.2006 Ne 152-®3 «O mnepcoHalbHBIX JaHHBIX», DenepanbHbli 3akoH PD ot
02.05.2006 Ne 59-®3 «O mopsanke paccMoTpeHus oOpamieHuil rpaxaan POy,
®enepanbHbiil 3akoH P ot 17.07.1999 Ne 178-®3 «O rocymapCTBEHHON COLMaIbHON
NOMOIIM», 3aKOHBI, YyKa3bl, I[OCTAHOBJIECHUS, JPYrM€ HOPMATHUBHBIE JOKYMEHTHI
JNEUCTBYIONIETO 3aKoHoAaTenbcTBa Poccuiickoit @enepanuu, nokymMeHTel PCTOK u O®Ch
Poccun.

Hcnonp3oBanne paHHOM IlonWTMKM B KadyeCTBE OCHOBBI [JII IOCTPOCHUS
KOMILUIEKCHOW cHUcTeMbl MH(pOpMalMOHHOM Oe3onacHocTH [IJ[H yupexneHust mo3BOJIUT
ONTUMHU3UPOBATH 3aTPATHI HA €€ MOCTPOCHUE.

[Ipu pazpaborke [lONUTUKK YYUTHIBAIUCH OCHOBHBIE MPUHIIMIBI  CO3/IaHUS
KOMILUIEKCHBIX CHUCTEM oOOecrnedeHuss 0e30MacHOCTH HH(POpMALUU, XapAKTEPUCTHKU U
BO3MOKHOCTH OPraHU3aIl[MOHHO-TEXHUYECKUX METOJ0B M COBPEMEHHBIX ammnapaTHo-
MPOTPAMMHBIX  CPEACTB  3alllUTBl W  TMPOTUBOJCUCTBUS  yrpo3am  0€30MacHOCTH
uHbOopMaIuu.

OcHoBHbIe mONOXKeHus: [lonmutuku O0a3upyroTCsi Ha Ka4eCTBEHHOM OCMBICICHUU
BOIIPOCOB 0€30IMacCHOCTH WH(GOpPMAIMU U HE 3aTParuBarOT BOMPOCOB SKOHOMHUYECKOTO
(KOJIMUECTBEHHOI'0) aHallu3a PUCKOB M OOOCHOBAHUS HEOOXOJUMBIX 3aTpaT Ha 3allUTy
uHbOopMaIuu.

3. OcHoBHbIMH OO0ObeKkTamMH cucTeMbl Oe3onmacHoctu II/IlH B  yupexneHum
SIBJISIIOTCSI:

- uH(OPMALMOHHBIE PECYPCHI C OTPaHMYEHHBIM JOCTYIHOM, conepskariue [1J1H;

- mpoueccsl o6padotrku I1[dn B WCII[JH yupexaeHus, HHPOPMALMOHHBIE
TEXHOJIOTUU, PETJIaMEHThl U TMpPOIEeAyphl cOopa, 0OpaOOTKM, XpaHEHUs W Iepeaadu
uHbopMaIlMK, TePCOHAN  pa3pabOTUYMKOB W  TMOJB30BAaTENied CHCTEMBI H €€
00CTy>KUBAIOIIUI TIEPCOHAT,;

- uH(popManoHHas WHQGPACTPYKTypa, BKIIOYAIONIAs CHCTEMBbI 00pabOTKH W
aHanm3a WH(OPMAILINY, TEXHUYECKHE U TPOrpaMMHBIE CpEe/ICTBa e 00pabOTKH, Mepeaadn
¥ OTOOpa)KeHUsI, B TOM YMCIIe KaHAIbl HH()OPMAIIMOHHOTO OOMEHa U TEeJIeKOMMYHHUKAIINH,
CUCTEMBI M CpEIICTBA 3alUThl HHQPOpPMAIMK, OOBEKTHI WU TOMEIIEHHUS, B KOTOPBIX
PacIoJIOKeHbI TEXHUYECKUE cpencTBa 0opadoTku [1/]H.

4. WHTepecshl 3aTparnBaeMbIX Cy0beKTOB HHPOPMALIMOHHBIX OTHOIIEHUH

Cy0ObexTamu HHPOPMAIMOHHBIX OTHOIICHUN Mpu obecnieuennu 6e3omacHoctu [1/1H
YUPEKACHUS SBIISIOTCS:

- yupexJaeHue, Kak COOCTBEHHUK HH(POPMAIIMOHHBIX PECYPCOB;

- PYKOBOJICTBO U COTPYAHHUKH YYPEKICHHUSA, B COOTBETCTBHUH C BO3JIOKEHHBIMHU Ha
HUX QYHKIUSIMH,
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- (pusnyeckue nuila, HE ABJIAIONIMECS COTPYIHUKAMH YUPEKACHUS, HO UMEIOIIUMHU
C HUM OTHOIIEHUS C chepe COIUaTHLHOMN 3aUThl HACETICHUS.

[lepeuncrnennbie CyOBEKTHl WH(OOPMAITMOHHBIX OTHOIICHUN 3aWHTEPECOBAHBI B
o0ecreyeHuu:

- CBOEBPEMEHHOI0 JIOCTyMa K He00X0auMbIM UM I1JIH (UX ZOCTYyImHOCTH);

- JIOCTOBEPHOCTH (TIOJHOTHI, TOYHOCTH, aJIEKBaTHOCTH, 1IeJJocTHOCTH) [1/1H;

- KoH(pUACHIMAIBHOCTHU (coxpaHeHus B TaitHe) [1]1H;

- 3alMTHl OT HABSI3bIBAHUS UM JIOKHBIX (HEIOCTOBEPHBIX, NCKaKEHHBIX) [1][H;

- pasrpaHUYeHHs] OTBETCTBEHHOCTH 3a HapylIeHUsI UX TMpaB (MHTEPECOB) U
YCTaHOBJICHHBIX TTpaBuil oopatenus ¢ [1/1H;

- BO3MOXXHOCTHM OCYUIECTBJICHHS HENPEPHIBHOIO KOHTPOJISI W  YIPaBICHUS
npoueccamu 00padoTku u nepenayuu [1/1H;

- 3amuThl [1/IH OT HE3aKOHHOTO PAaCIPOCTPAHECHUSI.

4.1.11enu 321U THI

OCHOBHOM 1I€NBIO, HA JIOCTHXKEHHWE KOTOPOM HAMNPABICHBI BCE MOJIOKECHUS
Hactosme IlomuTuku, sBiseTca 3amuTa CyOBEKTOB HHGOPMAIMOHHBIX OTHOIIECHUMN
YUPEKICHUSI OT BO3MOXKHOTO HAHECEHHUS UM MaTepUaIbHOI0, (PU3NUECKOTr0, MOPAILHOIO
WM WHOTO yliepOa, MOCPEICTBOM CIIYYaHOrO WJIM NpPEeAHAMEPEHHOIO BO3JECHUCTBHUSI Ha
[1/IH, ux HOCUTEIH, POLIECChl 00OPaOOTKHU U TIepeaayuH.

VYka3zaHHasg 1elb JOCTUTaeTCs IOCPEICTBOM OOECIEeUEeHUs U IOCTOSHHOTO
MOJIJIEpKaHUs ClIenyromux cBoucts [1J1H:

- JIOCTYMHOCTHU JJIS JIETAIBHBIX MOJIb30BaTeNeH (yCTOMYMBOTO (YHKIIMOHUPOBAHUS
MHQOPMAITMOHHBIX CUCTEM YUYPEXKACHUS, TMPU KOTOPOM TMOJb30BATEIN HUMEIOT
BO3MOXXHOCTh TOJIydeHUss HeoOxoaumbix [IJIH M pe3ynbTaroB pelieHusl 3agad  3a
MIPUEMIIEMOE ISl HUX BpEMs );

- I[EJIOCTHOCTH M ayTEHTUYHOCTH (MOATBEpKIeHue aBTopcTBa) [1/[H, XpaHUMBIX U
oOpabaTbhiBaeMbIX B HMH(POPMAIIMOHHBIX CHUCTEMax YUYPEKJEHUS U TepeJaBaeMou TI0
KaHaJaM CBS3U;

- KOH(UIEHIIMATBLHOCTH - COXpaHEHUs B TaliHe omnpeaeneHHon yactu [1]1H,
XpaHUMBIX, 00pabaThIBAEMbIX U MIEPEIaBAEMbIX 110 KaHaJlaM CBSI3H.

Heo6xonumblii ypoBeHb JOCTYMHOCTH, LIETOCTHOCTU U KOH(puaeHmaisHoctu 110
oOecrieunBaeTCs COOTBETCTBYIOIIMMH MHOXECTBY 3HAYMMBIX YIpo3 METOJaMU U
CPEACTBAMH.

4.2.0cHOBHBIE 32/1a491 CHCTeMbI o0ecnieueHus 6e3onmacHocTu I1n

JI1s nocTHKEHMs] OCHOBHOM 11€JIM 3alIUThI M 00ecreueHus: ykazaHHbIX cBocTB [1/]H
cuctemMa oOecriedyeHUs] HMHMOPMAIIMOHHOM  O€30MacHOCTH  YUYPEKICHHUS  JIOJDKHA
obecrieunBaTh YQPEKTUBHOE PEIICHHUE CICAYIONINX 3a/1a4:

- CBOEBPEMEHHOE BBISBIICHHE, OLICHKA W IPOTHO3UPOBAHUE HCTOYHUKOB YIPO3
UH(OPMAIIMOHHONW 0€30MaCHOCTH, MPUYMH U YCIOBHUM, CHOCOOCTBYIOLIMX HAHECEHUIO
yiepba 3aMHTEPECOBAHHBIM CYObEKTaM HMH(POPMALMOHHBIX OTHOUICHUH, HapyUIEHUIO
HOPMaJIbHOTO (DYHKIIMOHUPOBAHUS UH(OPMAIIMOHHBIX CUCTEM YUPEKICHHUS;

- CO3JlaHM€ MEXaHW3Ma ONEepPaTHBHOIO pPearupoBaHUs HA yrpo3bl 0OE€30MacHOCTU
uH($OpPMalLlMU U HETaTUBHBIE TEHACHIINU;

- CO3JaHME YCJOBHH JUIsi MUHUMHU3ALMU M JOKAJIM3allMd HAHOCUMOTO Yyiepoa
HEMPAaBOMEPHBIMU  JIEUCTBUSIMU  (PU3MYECKUX U  IOPUJMYECKUX JIUL, ocjabiieHue
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HETaTUBHOTO BIJIMSHUS M JIMKBUJAIMS TOCIEACTBUN HapylleHHs Oe30MacHOCTH
uH(pOopMaIuy;

- 3aIIUTy OT BMEUIATENbCTBA B Ipolecc (PyHKUHOHUPOBAHUS HMH(GOPMALMOHHBIX
CHUCTEM TMOCTOPOHHMUX JHIl (IOCTYH K HH(OPMAIMOHHBIM pecypcaM ITOJKHBI HUMETh
TOJIBKO 3apETUCTPUPOBAHHBIE B YCTAHOBICHHOM MOPSIKE MOJIb30BATEIN);

- pasrpaHMYeHue AO0CTyna INoJb3oBareieil K HH(POPMALMOHHBIM, anmapaTHHIM,
NPOTpaMMHBIM M MHBIM pecypcaM YUpEeKICHHS (BO3MOXKHOCTH JIOCTYNA TOJNBKO K TEM
pecypcaM U BBINIOJHEHHS TOJBKO TEX OINepaluil ¢ HUMH, KOTOpPhIE HEOOXOIMMBI
KOHKPETHBIM MOJIb30BATESIM JIJIs1 BBIIIOJIHEHHUSI CBOMX CITYKEOHBIX 00S3aHHOCTEH ), TO €CTh
3aIlUTy OT HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA;

- obecrieueHue ayTeHTU(UKALUN MI0JIb30BaTEIICH, YYaCTBYIOIIHAX B
MHPOPMAITMOHHOM OOMeHe (TIOATBEPKICHHUE TOTMHHOCTH OTIPABUTENS U IMOJIydaTes
uHpopMaimm);

- 3alIUTy OT HECAaHKUMOHMPOBAaHHOW  MOAM(PHUKALMU  HUCIHOJB3YEMBIX B
MH()OPMALIMOHHBIX CHUCTEMAX YYPEKICHUS MPOTPAMMHBIX CpPEICTB, a TAKXKE 3alUTY
CUCTEMBI OT BHEJIPEHHS HECAHKIMOHHMPOBAHHBIX NPOrpaMM, BKIIOYAas KOMIIBIOTEPHBIE
BHUPYCHI;

- 3ammTy MH(OPMAIMU OTPAHUYEHHOIO MOJIb30BAHUS OT YTE€UKU MO TEXHUYECKUM
KaHajaMm Ipu ee 00paboTKe, XpaHEHUH U NIepeiade 10 KaHalaM CBA3H.

4.3.0cHOBHbBIE MYTH pellleHNs 32124 CUCTEMbI 3allIUThI

[TocTaBiieHHBIE OCHOBHBIE LIE€TU 3AIIUTHl U PEUICHUE MEPEUNUCICHHBIX BBIIIE 3a7a4
JOCTUTArOTCSL:

- CTPOTMM YYE€TOM BCEX MOJIEKAIINX 3aAIIUTE PECYPCOB UH(OPMAIITMOHHBIX CUCTEM
yupexaeHuss (uHopmanuu, 3amad, JOKYMEHTOB, KaHajOB CBSI3U, CEPBEPOB,
aBTOMATU3UPOBAHHBIX PAOOUUX MECT);

- JKypHaJIMpOBaHUEM JCHCTBUIN TEpCOHAa, OCYIIECTBISIONIETO OOCTY>KUBAaHUE U
MOIU(PUKALNIO TPOTPAMMHBIX M TEXHUYECKUX CPEICTB MHPOPMAIIMOHHBIX CUCTEM;

- TOJHOTOM, PEaJbHOW BBIMOIHUMOCTHIO U HEMPOTHBOPEUUBOCTHIO TPEOOBAHMIA
OpraHU3alMOHHO-PACTIOPSIAUTENBHBIX ~ JIOKYMEHTOB  YUPEXKIEHUST IO  BOIpOcaM
oOecrneueHus: 6€30MacHOCTH HHPOPMaLIUK;

- TMOATOTOBKOM  JOJUKHOCTHBIX  JIML  (COTPYAHUKOB), OTBETCTBEHHBIX 32
OpraHM3alMI0 M OCYIIECTBJIEHHWE MPAKTUYECKUX MEPONPUITHA 1O 00eCleYeHUIO
6e3onacHoctu [1JIH 1 mporieccoB ux oOpabOTKH;

- HaJIeJICHUEM KaXKJI0TO COTPYAHMKA (TI0JIb30BATENS ) MUHUMAIBHO HEOOXOAUMBIMU
JUTS BBITIOJTHEHUSL UM CBOMX (DYHKIMOHAJIBHBIX 003aHHOCTEW MOJTHOMOUYHUSAMHU MO JTOCTYITY
K UH(GOPMAIMOHHBIM PECypcaM yUpexKICHHUS;

- YETKMM 3HaHUEM U CTPOTrUM  COOJIOJEHUEM BCEMHU  IOJIb30BATEIAMU
UH()OPMAITMOHHBIX CUCTEM YUPEIKICHUS TpeOoBaHMIA OpraHu3aluOHHO-
pactopsSIMTEeIbHBIX JOKYMEHTOB 110 BOIIPOcaM 0OecTieueHrs 0€301acHOCTH HH(POPMAIINH;

- IEpPCOHAIBHON OTBETCTBEHHOCTBIO 32 CBOM JEHCTBUS KAXKIOTO COTPYIHHKA, B
paMKax CBOMX (DYHKIIMOHAJBHBIX 00SA3aHHOCTEW MMEIOIIEro JOCTYI K MH()OPMAIMOHHBIM
pecypcaM yupeKIeHus;

- HEMpEpBIBHBIM  MOAJECPXKAHUEM  HEOOXOJAMMOrO0  YPOBHS  3allMUIEHHOCTH
AJIEMEHTOB UH(POPMAIIMOHHOM Cpeibl;

- TMpUMEHEHHEeM (PU3NYECKUX U TEXHUUYECKHX (IIPOrpaMMHO-AMIIapaTHBIX) CPEICTB
3alllUTHl PECYpCOB CHUCTEMBI W HENPEPHIBHOM aAJMUHUCTPATUBHON MOANEPKKON HX
UCIOJIb30BAHUS;
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- 3¢ deKTUBHBIM KOHTPOJIEM Ha coOroICHIEM MOJTb30BATENISIMU
MH(})OPMAITMOHHBIX PECYPCOB TpeOOBaHUH MO 0OeCcTIeUeHNIO 0€30MacHOCTH H(OPMAITIH;

- IOPUAUYECKOM 3alIUTOM HMHTEPECOB YUYPEXKICHUS IIPU B3aUMOJCHUCTBUU C
BHEITHIUMH OpraHu3ausaMu (CBsi3aHHOM ¢ oOMeHoM [1/IH) OT mpoTHBOIIPaBHBIX IEHUCTBUH,
KaKk CO CTOPOHBI AITHX OpraHU3alliii, TaK W OT HECAHKIIMOHUPOBAHHBIX JCHCTBHIA
00CTyKMBAIOIIETO TIEPCOHAJIA ¥ TPETHHX JIHII.

5. Iocrpoenne cucremsl, o0ecnieueHus 0ezonacHoctu II/[H yupesxkaenus, u ee
(pyHKUMOHMpPOBaHME I0/IKHBI OCYLIECTBJIATHCH B COOTBETCTBHM CO CJIEIYIOLIUMH
OCHOBHBIMM NPUHIUIIAMU:

5.1.3akoHHOCTDH

[Ipeamonaraer OCyIIECTBICHHE 3aIUTHBIX MEPOIMPHUATHH U Pa3pabOTKy CHUCTEMBI
6e3onacHoctH [1/1H yupexaeHus B COOTBETCTBUM C JIEHCTBYIONIUM 3aKOHOJATEIHCTBOM B
obmactu 3amutel [IJ[H, a Takke APyrMxX 3aKOHOAATEIBHBIX aKTOB IO 0€30MacHOCTH
uHpopmanmun P®, ¢ npumMeHeHHEeM BcCeX JIO3BOJICHHBIX METOJI0B OOHApYKECHHUS M
npecedyeHus npapoHapymieHut npu padote ¢ [1JIxH. [IpunrsTeie mepsl O0e3omacHoctu I1/1H
HE  JOJDKHBI  MPEISTCTBOBaTH  JOCTYIy  IPAaBOOXPAHUTEIBHBIX  OPTaHOB B
MPEIYCMOTPEHHBIX 3aKOHOJAATEIILCTBOM CIIyUYasiX.

Bce nonwzoBatenmn UCIIH 10KHBI IMETh MPEICTaBICHHE 00 OTBETCTBEHHOCTH 3a
npaBoHapyIieHus B ooaactu oopadotku [1/1H.

5.2.CHCTEeMHOCTD

CucTeMHBIN MOAX0/ K TOCTPOCHUIO CUCTEMBI 3alIUThl HH(POPMALIMHU B YUPEKIACHUU
MpenoiaraeT y4yeT BCeX B3aMMOCBS3aHHBIX, B3aUMOJCHCTBYIOMINX M U3MEHSIOMINXCS BO
BPEMEHHM DJIEMEHTOB, YCIOBUM M (PAKTOPOB, 3HAUUMBIX ISl TOHUMAHUS U PELICHUS
npobJiemMbl obecrieueHust 0ezonacHoctu [1/]H.

[Ipu co3manuu cuCTeMbl 3alUTHI JTOJDKHBI YYUTHIBATHCS BCe ciabble W Hambosee
ysizBumbie Mecta UCIIJIH, a Takke XapakTep, BO3MOKHbIE OOBEKTHI M HAMPABICHUS aTaK
Ha HEE CO CTOPOHBI HAPYIIUTEIICH.

CucremMa 3alIuThl 10KHA CTPOUTHCA C YUETOM HE TOJIBKO BCEX M3BECTHBIX KaHAJIOB
IPOHUKHOBEHUS U HECAHKIIMOHHUPOBAHHOTO JIOCTyNa K WH(OpMAIMU, HO U C y4eTOM
BO3MOYXHOCTH TIOSIBJIICHUS HOBBIX ITyTEH pean3aiiii yrpo3 0e30MacHOCTH.

5.3. KoMIJIEKCHOCTH

KoMriekcHOe HCTIOIh30BaHUE METOIOB U CPEJICTB 3aITUTHl KOMITBIOTEPHBIX CHCTEM
IpearosiaraeT CorjacoBaHHOE IPUMEHEHUE PAa3HOPOAHBIX CPEJACTB TPH IMOCTPOSCHUHU
IIEJIOCTHON CHUCTEMBI 3alUThI, IEPEKPHIBAIONIEH BCE CYIICCTBEHHBIC (3HAYMMBIC) KaHAIBI
peanu3aliid yrpo3 M HE coJepkamed Ccaa0blIX MECT Ha CThIKaX OTJCIbHBIX €¢
KOMITOHEHTOB. 3aluTa J0/HKHA CTPOUTHCS SIICIOHUPOBAaHO. BHEIIHSSA 3amuTa JoJDKHA
obecrnieunBaThCs (PU3NICCKUMU CPEACTBAMHE, OPTaHU3AIIMOHHBIMHU U IIPAaBOBBIMH MEPAMH.

5.4.HenpepbIBHOCTH 3aIUTHI
Ob6ecrnieuenne OezomacHocTu IIJ/I[H - mporecc, OCyIIECTBISIEMBIH PYKOBOJCTBOM
YUPEKJICHHs, OTBETCTBEHHBIMU 3a opraHu3aidio oopadotku 1[0 u coTpyaHuKamMu Bcex
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YpPOBHEH. OTO HE TOJNBKO M HE CTOJBKO IIpoleaypa WIA IOJIUTHKA, KOTOpas
OCYLIECTBJISIETCS B ONPEAEIIEHHBIN OTPE30K BPEMEHHU WJIM COBOKYITHOCTh CPEICTB 3aUThI,
CKOJBKO MPOLECC, KOTOPBIA JOJDKEH IIOCTOSIHHO HMATH Ha BCEX YPOBHSAX BHYTPH
YUPEKIACHUS M KaXAbli COTPYJHHMK JOJKEH MPUHUMATh ydacTHE B 3TOM MPOLECCE.
JlesTenbHOCTh MO 00ecTeyeHNI0 MH(GOPMALMOHHONW 0€30MacHOCTH SIBISIETCS COCTaBHOM
YacThIO TOBCEIHEBHOW JesTeNbHOCTH yupexnaeHus. M ee »d(dekTUBHOCTH 3aBUCUT OT
y4acTusi PyKOBOJCTBAa YUPEXKJEHHUS B OOECHeueHWH HH(POPMAIMOHHON 0e30macHOCTH
I[11H.

Kpome Toro, pusndyeckum M TEXHUYECKUM CPEACTBAM 3aIUUTHI IS 3PPEKTUBHOTO
BBIMIOJIHEHUST ~ CBOMX  (pyHKUMH  HeEoOXoJMMa  IOCTOSIHHAs  OpraHu3aldOHHAs
(amMUHUCTpaTUBHAsA) MOAJEPKKA (CBOEBpEMEHHAasi CMEHa M 00ecleueHUe MPaBUIBHOTO
XpaHEHUs W MPUMEHEHHMs] HMEH, IapoJied, IMEepeolpeneIeHe MOJHOMOUYUNA M T.IL.).
IlepepriBbl B paboTe CPEACTB 3aLUTHl MOTYT OBITH HCIIOJIB30BAHBI 3JI0YMBIIIJICHHUKAMU
JUIsL @aHAJIM3a MPUMEHSIEMBIX METOJOB U CPEICTB 3allUTHI, I BHEAPECHUS CIIEHHAIbHBIX
MIPOTPAMMHBIX U allIAPATHBIX "3aKIAJ0K" U IPYTUX CPEACTB NMPEONOJICHUS 3AIINTHI.

5.5.CBoeBpeMEeHHOCTH

[Ipennonaraer ynpexaaromuii xapakrep Mep obecnedenus: 6ezonacHoctu I1/1H, TO
€CTh MIOCTAHOBKY 3a/1au M0 KoMmIuiekcHoM 3ammre [1/[H u peanuzanuio Mmep oOecrieueHus
oe3onacHoctH [1/IH Ha paHHUX cTagusAX pa3paOOTKU MH(POPMALMOHHBIX CUCTEM B LIEIOM U
UX CHCTEM 3allMThI, B YACTHOCTH.

Pa3paboTka cucTeMbl 3alllUThl JIOJDKHA BECTUCh MapajulebHO € pa3paboTKON u
pa3BUTHEM CaMMX 3alIUIIAEMbIX HH(POPMAIMOHHBIX CHUCTEM. OTO IO3BOJHUT Y4YECTh
TpeOoBaHUsI 0€30IaCHOCTH TPHU MPOECKTUPOBAHUHM APXUTEKTYpPbl U, B KOHEYHOM CUETE,
co3zaath Oosiee 3¢ eKTUBHBIE (KaK M0 3aTpaTaM PECYpCOB, TaK U MO CTOMKOCTH) CUCTEMBI,
oOJasaromye 10CTaTOYHbBIM YPOBHEM 3aIIUIIEHHOCTH.

5.6.IIpeeMCTBEHHOCTb U COBEpPIIEHCTBOBAHUE

[Ipennmonaraer MOCTOSSHHOE COBEPUIEHCTBOBaHUE Mep U cpeAcTB 3ammThl [IJ[H Ha
OCHOBE TPEEMCTBEHHOCTH OpPraHM3allMOHHBIX W TEXHUYECKHX PEIICHUH, KaJpOBOTO
coctaBa, aHanu3a ¢yHkuuonupoanus WMCII[H y4ypexaeHuss U CUCTEMbl MX 3alllUTHI C
Y4eTOM HM3MEHEHHM B METOJIaX M CpEeJCTBax IepexBaTa HHPOpMaluu, HOPMATHUBHBIX
TpeOOBAaHMI MO 3allUTe, JOCTUTHYTOrO OTEYECTBEHHOI'O U 3apyOeXHOrO OIbITa B ATOU
oOracTu.

5.7.PazymMHast 10CTATOYHOCTH (AKOHOMHUYECKAS 11€J1eC000Pa3ZHOCTD)

[Ipeamonaraer cOOTBETCTBUE YPOBHS 3aTpar Ha oOecriedeHue OezomacHoctu [1/[x
LEHHOCTH HWH(POPMAIIMOHHBIX PECYPCOB U BEJIMYMHE BO3MOXHOTO yiiepda OT Hux
pasryamieHus, yTpaThl, YTEYKU, YHUUTOXKEHUS M UCKaxeHus. lcronp3yembie mepel u
cpeacTBa obecneyeHrs 6€30MacHOCTH MH(POPMAIMOHHBIX PECYPCOB HE JOJIKHBI 3aMETHO
yXyIIaTh 3proHOMUYEcKHe Moka3zarequ padotbl komnoHeHTOB MCIIAH yupexaeHus.
W3nuiHne mMepbl 6€301MacHOCTH, IOMUMO SKOHOMUYECKON HEed(DPEKTUBHOCTH, MPUBOAST
K YTOMJIEHUIO U PAa3IpaKEHUIO IEPCOHAIA.

Coznath aOCOJIIOTHO  HENPEOJOJMMYI0 CHUCTEMY  3alIUThl  MPUHIUIHAIBHO
HeBO3MOXkHO. [loka IT/lH HaxonsTcst B oOpalieHu, MIPUHUMAEMbIE MEPbl MOTYT TOJBKO
CHU3HUTH BEPOATHOCTh HETATUBHBIX BO3JACUCTBUI WK yIIepO OT HUX, HO HE UCKIIIOYUTh UX
MOJMHOCTBIO. IIpy 1OCTaTOYHOM KONMYECTBE BPEMEHU U CPEACTB BO3MOKHO IPEOJOJIETH
mo0yto 3amuty. [loaToMy #MeeT cMbICT paccMaTpuBaTh HEKOTOPBINM MpUEMIIEMbIN
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YPOBEHb oOOecrieveHus: 0e30macHOCTH. BbIcokOA(h(deKTUBHAS CHCTEMa 3allMThl CTOMT
JOpOro, UCHOJB3YeT MPH padOTe CYMIECTBEHHYIO YacTh PECYPCOB M MOXET CO3aBaTh
OIIyTHMBIE JOMOJHUTEIIbHBIE HEYJ00CTBA IMOJb30BaTEIsIM. BakKHO MPaBWIBHO BHIOpATh
TOT JIOCTATOYHBIA YPOBEHb 3alTUTHI, IIPU KOTOPOM 3aTpaThl, pUCK U pa3Mep BO3MOKHOTO
yiiep6a ObLTH OBl TPHEMIIEMBIMU.

5.8.1lepcoHajibHasi 0TBETCTBEHHOCTh

[Ipeanonaraer Bo3ioXeHUE OTBETCTBEHHOCTH 3a obecneuenue OezonacHoctu [1/1x
U CUCTEMbl UX OOpaOOTKHM Ha Ka)XJOro COTPYJHUKA B MpejAesiax ero mnojiHomouui. B
COOTBETCTBUM C 3THM MPUHIIMIIOM pacIpe/esieHue MpaB U 00s3aHHOCTEH COTPYIHHKOB
CTPOUTCS TakuM 00pazoM, 4TOOBI B Cllydae JHOOOT0 HapylleHUs KPYyT BUHOBHUKOB OBLI
YETKO U3BECTEH WU CBEJICH K MUHUMYMY.

5.9.MuHuMH3aIMs MOJTHOMOYMI

O3HauaeT TPENOCTaBICHUE TIOJB30BATENIIM MHHHMAIBHBIX TIpaB JOCTyNla B
COOTBETCTBUM CO  ChOykeOHOM HeoOxomumocThio. Jloctym k II[ln  gomkeH
MIPEAOCTABIATHCS TOJIBKO B TOM CIydae U 00beMe, €CIIA 3TO HEOOXOIUMO COTPYAHHUKY IS
BBITIOJTHEHHUS €0 JOJDKHOCTHBIX 00sS3aHHOCTEH.

5.10.Uckiiouenne KoH(QIUKTA HHTepPecoB (pa3eseHue GpyHKIMii)

O¢ddextuBHas  cucrema  obecrieueHuss ~ UHPOPMAIMOHHOM  OE30MaCHOCTH
IpENoJIaraeT YeTKoe pas3zesieHue 00s13aHHOCTEN COTPYAHUKOB M UCKIIIOUEHHE CUTYaluH,
Korjga cepa OTBETCTBEHHOCTH COTPYIHUKOB JTOMYyCKaeT KOH(MIUKT uHTepecoB. Cdepsl
HNOTEHUUANbHBIX KOH(QIMKTOB JOJIKHBI BBISIBIATHCS, MUHUMH3UPOBATHCSA, U HAXOIUTCS
[I0JI CTPOTMM HE3aBHUCHMBIM KOHTpoOJIEM. Peann3anusi JaHHOTO NMPUHLMIIA [IPEATIOIIATaeT,
YTO HE OJJUH COTPYAHHUK HE JOJKEH UMETh MOJHOMOYMM, TO3BOJISIOIIUX EMY €IMHOJIMYHO
OCYLIECTBJIATh  BBINOJHEHUE KPUTHYHBIX onepauuid. HazgeneHne  COTpyAHHKOB
MOJIHOMOYMSIMHU, TMOPOKIAIOIMKUMHA KOH(JIUKT HMHTEPECOB, HAET €My BO3MOXKHOCTh
MO/ATACOBBIBATh MH(OPMALUIO B KOPBICTHBIX LENSAX WM C TEM, YTOOBI CKPBITh POOIEMbI
WM TIOHECEHHbIE YOBITKM. Jlnsi cHueHus pucka ManunyiaupoBanus IIJIH u pucka
XUIICHHS, TaKhe MOJHOMOYHMS JOJKHBI B MAKCHUMaJIbHO BO3MOXXHOW CTENEHU OBITh
pazzieseHbl MEXIY pPa3IMYHbIMU COTPYJHMKAMHU WJIM ToJpasleieHusiMu JlemaprameHTa.
HeoOxoaumo mpoBOAUTH MEPUOJUYECKHE TMPOBEPKH OO0sA3aHHOCTEH, (QYHKUUN U
JESITeIbBHOCTU COTPYIHUKOB, BBITIOJHSIOUINX KIIIOUEBble (DYHKIIMH, C TEM, YTOObI OHU HE
MMEJIM BO3MOXKHOCTH CKPBIBAaThb COBEPUICHHE HEIPABOMEPHBIX naeucTBUM. Kpome Toro,
HEOOXOAMMO TMPUHUMATh CHELHMAIbHbIE MEphl 10 HEAOIMYIIEHUI0 CroBOpa MEXIY
COTPYIHHKAMHU.

5.11. B3aumojeiicTBHE U COTPYAHUYECTBO

[Ipeanonaraer coznanue GiaronpusTHOM aTMocepsl B KOJJIEKTUBE yupexaeHus. B
TaKOW OOCTAHOBKE COTPYIHUKHU JOJIKHBI OCO3HAHHO COOJIIOJaTh YCTAaHOBJICHHbIE MpPaBHIIa
Y OKa3bIBaTh COACUCTBHE JESATEILHOCTH OTBETCTBEHHOIO 32 00paboTky [1/1H.
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PyKkoBOACTBO ydpekIeHHs HECeT OTBETCTBEHHOCTh 3a CTpPOroe COOIIO/IEHUE
ATUYECKUX HOPM M CTaHAApTOB MPO(ECCHOHAIBLHON AEATEIbHOCTH, MOAYEPKUBAIOLICH U
JEMOHCTPUPYIOIIEH  TEepCOHally Ha  BCEX  YPOBHAX  BAXHOCTh  OOECICYCHHS
nH(GOPMALMOHHON 0€30MacHOCTH yupexeHus. Bce COTpyAHHKH YyUpeKIEHUS TOJIKHBI
IIOHMMAaTh CBOIO pOJIb B Ipolecce oOecreueHus MHGOPMAIMOHHOM O€30MacHOCTU U
NpPUHUMATh y4dacTHE B OSTOM Ipouecce. HecMoTps Ha TO, YTO BBICOKas KyJbTypa
oOecrieyeHnss HMHPOPMALMOHHON O€30MaCHOCTH HE TapaHTUPYET aBTOMATHYECKOTO
JIOCTIDKEHUS 1iefiell, ee OTCYTCTBHE CO3[aeT OOJbIlle BO3MOXKHOCTEH MAJisi HapylICHHS
0€30MacHOCTH WK HE 0OHapyXeHUs (PAKTOB ee HapyIICHHS.

5.12. THOKOCTHL CHCTEMBI 3AIIUTHI

Cuctema obecrnieueHuss HHGOPMAIMOHHON 0€30MacHOCTH O KHA OBITh CIIOCOOHA
pearupoBaTh Ha M3MCHCHHS BHEIIHEH CPEIbl M YCIOBHHA OCYIISCTBICHUS YYPEIKICHUEM
CBOEH JIeITEILHOCTH. B 4nciIo TaknX U3MEHEHHI BXOIT:

- W3MEHEHUs OPTaHWU3AIMOHHON U IITATHON CTPYKTYPHI YUPEKICHUS;

- W3MEHEHWE CYIECTBYIONIMX WJIM BHEAPCHHE TMPUHIUIIAAILHO  HOBBIX

MH()OPMAIIMOHHBIX CUCTEM;

- HOBBIC TEXHHUYECKHE CPEJICTBA.

CBOICTBO THMOKOCTHM CHCTEMBI oOecriedueHus HHGOPMAIMOHHONW OE€30MacHOCTH
n30aBIISIET B TaKWX CHUTYalHsIX OT HEOOXOMWMOCTH TPHUHATHS KapIWHAIBHBIX MEp IO
MOJTHOM 3aMEHE CpPEJCTB W METOJOB 3allUThl Ha HOBBIC, YTO CHIDKACT €€ OOIIyro
CTOMMOCTb.

5.13. OTKpBITOCTH AJITOPUTMOB U MEXAHU3MOB 3AIIIUTHI

CyTpb NpUHIUIIA OTKPHITOCTH aJTOPUTMOB U MEXAHU3MOB 3alIUTHI COCTOUT B TOM,
YTO 3all[UTa HE JIOJDKHA O0ECIeYMBATHCS TOJIBKO 3a CUET CEKPETHOCTU CTPYKTYPHOM
OpraHu3allMid W AJITOPUTMOB (PYHKIIMOHUPOBAHMS €€ TOJCHCTEM. 3HAHHUE AJTOPUTMOB
paboThl CHUCTEMBbI 3alUTHhl HE JOJKHO JaBaTh BO3MOXKHOCTH €€ MPEOoJIoJIeHHs (Jaxke
aBTopam). JTO, OJHAKO, HE O3HA4YaeT, YTO MH(pOpMaIUsI 00 HCIOIB3YEMbIX CUCTEMAX U
MEXaHU3MaXx 3alUThI JOJKHA OBITH OOIIEIOCTYITHA.

5.14. TIpocToTa NpUMEHEHH CPEeICTB 3alUThI

MexaHu3Mbl 1 METOABI 3aIIUThl JOJIKHBI ObITh MHTYUTUBHO MOHSTHBI U MPOCTHI B
UCIONIb30BaHUU. [IpuMeHeHue cpecTB U METOJOB 3aIUThl HE TOJKHO OBITH CBSI3aHO CO
3HAHUEM CHEHUAJbHBIX S3bIKOB MJIM C BBIIOJHEHHEM JIEWCTBHUM, TpeOYIOMMX
3HAYUTENbHBIX JOTIOTHUTENbHBIX Tpyao3arpar npu OOBIYHOM pabote
3aperuCTPUPOBAHHBIX TOJIb30BATENEH, a TaKKe HE JTOJDKHO TpeOoBaTh OT MOJIb30BATENs
BBINIOJIHEHNSI PYTHHHBIX MAJIOMOHATHBIX EMY OIEepaluil.

5.15. O00CHOBAaHHOCTH M TEXHMYECKASl Peain3yeMoCTh

HNupopMalinoHHbIE TEXHOJIOTHH, TEXHUYECKHE U IPOrpaMMHBIE CPECTBA, CPEACTBA
u Mepsbl 3amuThl [1/IH 10mKHBI OBITH peann30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHS
HAyKd M TEXHUKHU, OOOCHOBAHbI C TOYKH 3PEHHS JOCTIKEHHUS 3alaHHOTO YpPOBHS
0e30MacHOCTH HMH(OpPMAIIMU M SKOHOMHYECKON I1€J1€COO00pPa3HOCTH, a TaKXKe JOJIKHBI
COOTBETCTBOBATh YCTAHOBICHHBIM HOpMaM U TpeboBaHusM 1o 6e3onacHocTu [1/1H.

5.16. Cneunajau3anus u npodeccuoHaIN3M
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[Ipeanonaraer mpuBiedYeHHE K pa3pabOTKe CPEACTB U peaiu3alliyd MEpP 3alUThI
[1[In cnenuamu3upOBaHHBIX OpPTaHU3AlMN, HanboJee MOATOTOBICHHBIX K KOHKPETHOMY
BUIY JCSATENbHOCTH MO oOecreyeHnio Oe30MacHOCTH HMH(POPMAIMOHHBIX pPECYpPCOB,
MMEIOIIMX ONBIT MPAaKTUYECKOW pabOThl M TOCYJApPCTBEHHYIO JHIEH3UIO Ha IMPaBO
OKa3aHUs yCIIyT B 3TOW obOyacTu. Peanuzanus aAMUHUCTPATUBHBIX MEp M AKCILTyaTaIus
CPEICTB 3alUThl JOJKHA OCYIIECTBIATHCA NPOGECCHOHATBHO MOJATOTOBICHHBIMH
CTCIUAMCTAMH YUpEeKAeHUs (OTBETCTBEHHBIX 3a opraHu3amnuto oopadotku [1/1H).

5.17. O0s3aTeNIBLHOCTH KOHTPOJIS

[Tpenmonaraer 00s513aTEIBHOCTh M CBOEBPEMEHHOCTH BBISBICHUS M IPECEUEHMS
IOMBITOK HapyIIEHHUs YCTAHOBJICHHBIX NpaBuil, oOecriedenust Oe3omacHoctu II/[H, Ha
OCHOBE HCIIOJIB3YEMBIX CHCTEM M CpeAcTB 3amuThl [IJ[H, mpu cOBEpLIIEHCTBOBAaHUU
KPUTEPUEB U METOJIOB OLICHKU 3(P(PEKTUBHOCTH ITUX CUCTEM U CPE/CTB.

KoHTposnb 3a 1edTeIbHOCTBIO JIF000T0 MOIb30BaTENs, KaXKI0T0 CPEACTBA 3aIUTHI U
B OTHOIIIEHHH JIFOOOTO 0OBEKTA 3aIUTHI JOJKEH OCYIIECTBIISATHCS Ha OCHOBE TPUMEHEHUS
CPEICTB ONEPaTUBHOTO KOHTPOJS M PErUCTpAallMM M JOJDKEH OXBaThIBaTh Kak
HECAaHKIIMOHUPOBAHHBIE, TAK U CAHKIIMOHUPOBAHHbBIE AEHCTBUS MOJIb30BATENCH.

Kpome Toro, a3 dpektrBHas cucteMa odecrieueHus: UHHOPMAIIMOHHON 0€3011aCHOCTH
TpeOyeT HaJM4yus aJeKBaTHOW M BCceoObeMITIOIIEH MH(OPMAIUU O TEKYLIEM COCTOSHUU
MPOLIECCOB, CBSI3AHHBIX C JBWKEHWEM HHPOPMAlUA M CBEACHUH O COONIOJACHUU
YCTaHOBJICHHBIX HOPMAaTHBHBIX TPeOOBaHMM, a TakXke JOIMOJHUTENbHON HH(pOpMaluy,
UMEIOIEH OTHOLIEHUE K MPUHATHIO pemieHuil. MHpopmamus nomkHa ObITh HAJEXKHOM,
CBOEBPEMEHHOM, IOCTYITHON U IPABUILHO 0(OPMIICHHOM.

HenocraTku cuctemsl obecriedeHrsi HHPOPMaIMOHHOM 0€301acCHOCTH, BBISIBJICHHbBIE
COTPYIHHMKAaMU YUYPEXKJIEHUA JOJDKHBI HEMEJICHHO JOBOAMTHCS [0  CBEICHUSA
PYKOBOJHMTENS YYPEXKACHUS M ONEPATUBHO YCTpaHAThCA. BOIpOCHI, KOTOpbIE KaxXyTcs
HE3HAYNTEIbHBIMU, KOTJAa OTAEJIbHBIE IPOLECCH pacCMATPUBAIOTCS M30JIMPOBAHHO, MPHU
PAacCCMOTPEHHH HMX Hapsiiy € JIPYTMMH acleKTaMHd MOTYT yKa3aThb Ha OTpULIATEIIbHBIC
TEHJEHIUHU, TpO3dIlMe IepepacTH B KpyIHbIE HEAOCTATKH, €CIM OHU He OyayT
CBOEBPEMEHHO YCTPAHEHHBI.

6. Mepbl o0ecnieueHnnsi HHPOPMAMOHHOI 0€30MACHOCTH
Bce mepst obecnieuenus 6e3onacHocty UCIT/In yupexxaenus moapa3aenstorcs Ha:

6.1. 3akoHoaaTelbHbIE (IPAaBOBBbIE) MEPHI 3aAIUTHI

K mpaBoBBIM MepaM 3amuThl OTHOCSTCS ACHCTBYIOLIME B CTPAHE 3aKOHBI, YKa3bl U
HOPMAaTUBHBIE aKThl, periiaMeHTHpYIOoIIe npaBuia oopamenus ¢ [1JIH, 3akperuisroniye
npaBa M OOS3aHHOCTM YYaCTHHKOB HMH(OPMAIIMOHHBIX OTHOIIEHWH B TMpPOIECCe HX
0o0paOOTKM W HCIIOJIb30BAHMSA, a TaKKe YCTaHABIMBAIOIIME OTBETCTBEHHOCTh 3a
HapyleHus 3THX npaBuil. [IpaBoBbIe MephI 3aIUTHI HOCSAT B OCHOBHOM YIIPEXIAOIIHA,
npoUIaKTUUECKUI XapakTep M TpeOyIOT MOCTOSHHOM pa3bsICHUTENBHONW pabOThl €
N0JIb30BaTENISIMU U 00cyxuBatomumM nepconanoMm UCIIIH yupexaenus.

6.2. MopajbHO-ITH4YeCKHE MepPbl 3alllUThI

K MopanpHO-3THUYECKMM MEpaM OTHOCATCA HOPMBbI TIOBEACHHS, KOTOpHIE
TPaIULIMOHHO  CIOXWINCh WM  CKJIQJAbIBAIOTCS 1O  MEpPE  paclpOCTPAHECHHS
MH(GOPMALIMOHHBIX TEXHOJIOTHI B 001IecTBE. DTH HOPMBI OOJBIIEH YacThIO HE SIBISIFOTCS
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00s13aTebHBIMU, KAaK 3aKOHOJATENbHO YTBEPKICHHbIE HOPMATUBHBIE aKThl, OJHAKO, UX
HECOOJIOICHHE MOJKET MPUBECTH K MAJEHUIO0 aBTOPUTETA, MPECTHKA YEIIOBEKa, TPYIIIbI
JUL WM YYPEXKJICHUS B LEJIOM. MOpaJIbHO-3TUYECKUE HOPMBI OBIBAIOT KaK HEMMUCAHBIE,
Tak W TMHCaHble, TO €CTh O(OpPMICHHBIE B HEKOTOPbIM cBOA (ycTaB) MpaBUI WU
npeAnucaHuii. MopabHO-3TUYECKUE MEPBI 3alIUThl SBIAIOTCS MNPO(UIAKTHYECKUMHU H
TpeOYIOT MOCTOSIHHOM pabOThl MO CO3JaHHMIO 3J0POBOIO MOpPAJIBHOIO KiIMMara B
KOJIJIEKTUBE.

6.3. TexHoJioTMYeCcKHe MePbI 3alIIUTHI

K manHOMY BHIY Mep 3aIlUTHl OTHOCSTCS Pa3HOTO POJia TEXHOJIOTUICCKUE PEIICHISI
U TIpUEMbl, OCHOBAaHHBIC Ha WCIOJb30BAHUN HEKOTOPBIX BHUIOB H30BITOYHOCTH
(cTpykTypHOH, (YHKIIMOHAIbHOM, HWH(POPMAIIMOHHOW, BpPEMEHHOW W T.OI.) H
HampaBlieHHbIC Ha YMCHBIIEHUE BO3MOXXHOCTH COBEPIICHHUS COTPYJHUKAMU OIMHOOK U
HapYIICHUH B paMKaX MPEIOCTABICHHBIX UM MPaB U MOTHOMOYHH.

6.4. Opranu3anuoHHble (A AMUHUCTPATHBHBIE) MePbI 3aIIIUTHI

OpraHu3aroHHple  (aAMUHUCTPATUBHBIC) MEPBI  3aIUTBl - OTO  MEpHI
OpPTaHU3AIMOHHOTO XapaKTepa, pPErJaMEHTUPYIOIMNUE TMPomecchl (HYHKIIMOHUPOBAHUS
cuctembl 00paboTku [1/]H, ucToONIb30BaHKE €€ PECYPCOB, ACATEILHOCTh 0OCTYKUBAIOIIETO
MepcoHana, a TakkKe TMOPSAOK B3aMMOJCHCTBHUS TOJNH30BATENEH C CHUCTEMOW TaKuUM
oOpa3oM, 4TOObI B HAWMOOJBIIEH CTENEHU 3aTPYJHUTh WA HMCKIIOYUTH BO3MOKHOCTH
peanu3anuu yrpo3 6€30macHOCTUA UM CHU3UTH pa3Mep MOTEPh B ClIydae UX pean3aiii.

6.5. @opmupoBaHue MOJUTHKH 0€30MACHOCTH

['maBHasgs uUenp aJIMUHUCTPATUBHBIX MEpP, MPEINPUHUMAEMBIX Ha BBICIIEM
yIPaBJICHYECKOM YpPOBHE - C(HOpPMHUPOBATH TOJUTUKY B 00JacTu oOecreueHus
oe3zomacHoctr [IJIH (oTpaxkaromyro monxoasl k 3amure [IJIlH) m oOecmeuuTs ee
BBHITIOJTHEHUE, BBIJIENSS HEOOXO0IUMbIE PECYPChl U KOHTPOJIUPYSI COCTOSIHUE JEI.

C npakTUYecKOl TOYKHU 3pEHHs MOJUTUKY B 0OnacTh obecreueHus 0e30MacHOCTU
[IIln B yupexxaeHuu IliesiecooOpa3Ho pa3OouTh Ha JBa ypoBHs. K BepxHEMy YypOBHIO
OTHOCSITCSI PEIIECHUs PYKOBOJICTBA, 3aTparuBaroIIie ACSTEIbHOCTh YUPEKIACHUS B 1IEJIOM.
[TonuTrka BepXHEro ypoBHs JIOJKHA YETKO OUEPTUTH Cepy BIUSHUS U OTPAHUUCHUS TIPU
ompeneneHun  ueneil  6ezomacHocty  I[I/IH, ompenenuTs KakMMH  pecypcamMu
(MaTepuanbHbIE, CTPYKTYPHBIC, OpraHU3alMOHHBIE) OHH OYIyT JOCTUTHYTHI, U HAWUTHU
pPa3yMHBI ~ KOMIPOMHCC  MEXKAY  MpPUEMJIEMBbIM  YpOBHEM  0€30MaCHOCTH H
(GYHKIIMOHATBLHOCTHIO.

[TonuTuka HUXKHErO YpOBHS, ONpENENseT MpOLEAYphl, W MpaBuia JIOCTUKECHHS
nenel m pemeHus 3amad OezomacHoctd [I/lH w getanmusupyer (periamMeHTHPYET) JTH
MpaBuiIa:

- KaKOBBI POJIM U OOS3aHHOCTU JOJKHOCTHBIX JIUIl, OTBEUAIOININE 32 MPOBEICHUE
noauTuKu 6e3onacHoctu I1/1H,

- KTO uMeeT mpasa goctyna K IIJ[H, KTo ¥ npu KakuX YCIOBUSX MOXKET YUTATh U
Mo udumupoBats 10 u T.71.

- TlonuTHka HUKHETO YPOBHSI IOJKHA!

- MpeaycMaTpuBaTh peErjiaMeHT WH(OPMAIIMOHHBIX OTHOIICHWH, HCKIIFOYAIOLINX
BO3MOXKHOCTh TMPOW3BOJIBHBIX, MOHOIOJIBHBIX WM HECAHKIIMOHWPOBAHHBIX JIEUCTBUN B
OTHOIIIEHUU WH(HOPMAIIMOHHBIX PECYPCOB;
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- OMNpEeNesATh KOATMIHOHHBIE U UEPAPXUUECKUE TPUHUMUIIBI U METOJIBI pa3AcICHUS
CEKpETOB U pasrpannueHus nocrymna K [1/1H;

- BBIOMpATh MPOTPAMMHO-TEXHUYECKHUE (ammapaTHbIE) CPEICTBA MTPOTUBOICHCTBHSI
HCJl, ayrentudukanuu, apTOpU3alW{, WIACHTUPUKALIUM W JAPYIHMX 3alIUTHBIX
MEXaHU3MOB, OOCCHEUYMBAIOIIMX TapaHTUU peaju3alid TpaB U OTBETCTBEHHOCTU
CyOBEKTOB HHPOPMALIMOHHBIX OTHOLIEHUH.

6.6. PersiameHTanMs 70CTyNa B IOMeNIeHUSs

Komnonentet UCII[AH yupexxnaeHus MAODKHBI pa3MElIaTbCs B MOMEIIECHUSX,
HAXOJSIIUXCS TOJA OXPAaHOHW WM HAONIONEHUEM, HCKIIOYAIOIINM BO3MOXKHOCTh
OECKOHTPOJIBLHOTO MPOHUKHOBEHUS B TOMEIIECHUS TOCTOPOHHUX JIMII M 00€CTICYHBAIOIIIM
(U3NYECKYI0 COXPAHHOCTh HAXOMASIIMXCS B TOMEIICHHUH 3allUIIAeMbIX PECYPCOB
(moxkymentoB, APM wu T..). YOOpKka Takux MOMENICHUN [IOJDKHA MPOU3ZBOJUTHCS B
MPUCYTCTBUM  OTBETCTBEHHOIO COTPYAHMKA, 338 KOTOPBIM 3aKpeIUIEHbl JaHHbIC
KOMIIOHEHTBI, C COOJIIOJEHHUEM Mep, HUCKIIYAIOMIMX JOCTYH IOCTOPOHHUX JIMI[ K
3aIUIIAEMbIM HHQOPMAIIMOHHBIM PECYpCaM.

Bce mnocropoHHue JsMma JIONYCKAalOTCS B IOMEIICHHWS C KOMIIOHEHTAMH
MH(POPMAIITMOHHON CUCTEMBI TOJIBKO B IPUCYTCTBUU COTPYIHUKOB YUPEKICHHUS.

[To oxkoHuaHUM paboyero Hs, MOMEIIECHUS, B KOTOPBIX pa3MeUIatoTCs] KOMIIOHEHTHI
NCITIH yupexxaeHus, JOJKHBI 3alIUPAThCS Ha KIK0Y, 10 BO3MOXHOCTH OII€YaThIBAThCS.

B ciiydae ocHailieHusi MOMELIEHUH CPeACTBAMU OXPAHHOM CUTHAJIM3ALMH, a TAKXKE
ABTOMATU3MPOBAHHON CHCTEMOM IMpUEMa M PETHCTPAlMU CHUTHAJIOB OT ATHUX CPEJCTB,
MpUEM-C/Iaua TaKUX MOMENIEHUH N0l OXpaHy OCYLIECTBISETCS HA OCHOBAaHUM CIELUATBHO
pa3zpabaThIBa€MON HHCTPYKLIUU.

6.7. PeraameHTamus JA0IyCKAa COTPYAHHKOB K HCI0JIb30BAHUIO
HH(OPMALIMOHHBIX PECypPCOB

B pamkax pazpemurenbHON cUCTeMbl (MAaTpHUIIbI) JOCTYIA YCTAHABIMBAECTCS: KTO,
KOMY, Kakyl WH(OpMaIuioo M JUisi Kakoro BHUJA JIOCTYIAa MOXKET MPEJOCTaBUTh U TPHU
KAKHX YCIIOBUSIX.

Jomyck nons3oBareneit k padotre ¢ UCII[IH yupexaeHuss U JOCTYI K UX pecypcam
JOJKEH OBITH CTPOTO perjameHTupoBaH. JIoOble M3MEHEHHsS COCTaBa M TOJHOMOYWN
M0JIb30BATEJIEN MOJICUCTEM JOJKHBI IPOU3BOAUTHCS YCTAHOBICHHBIM MOPSIKOM.

YpOBEHb MOJTHOMOYMN Ka)XJIOr0 MOJIb30BATENsl OMPEACIICTCS WHAUBUIYAIBHO,
coOJiroas ciaeayronme TpeOoBaHus:

- KaXIblil COTPYIHHMK TOJIb3yEeTCS TOJBKO TMPEANUCAHHBIMU €My MpaBaMU IO
orHomieHuto k II/lH, ¢ koTOopeiMM emy HeoOxoauma paboTa B COOTBETCTBUU C
JOJDKHOCTHBIMU OOsI3aHHOCTSIMH. Pacmupenue npas A0CTyna U MpeIoCTaBICHUE JOCTYyIa
K JIOMOJIHUTEIbHBIM WH(GOPMAIIMOHHBIX pecypcaM, B OOS3aTEIBHOM MOPSAKE, JAOIKHO
COTJIaCOBBIBATHCSI C OTBETCTBEHHBIM 3a opraHu3anuio oopadorku [1/1H;

- PYKOBOJWTENb YUPEKIACHHS HMMEET IMpaBa Ha TPOCMOTP HUH(POpPMAIMKA CBOUX
MOJAYMHEHHBIX TOJIBKO B YCTAaHOBJIEHHBIX IIpeJeiaX B COOTBETCTBUHM CO CBOUMU
JOJDKHOCTHBIMU O0SI3aHHOCTSIMM.

Bce coTpynHuKH yUpekJIeHHUsT U OOCIYyKUBAIOUIMNA TIEPCOHaN, JOJDKHBI HECTH
NEePCOHAIBbHYI0 OTBETCTBEHHOCTh 3a HAPYIICHUS YCTAHOBJICHHOTO TOpsIKa 00pabOoTKH
[1/IH, mpaBua XpaHEeHMs, UCTIOJIb30BAHUS U TIepeayu, HaXOSAIIUXCS B UX PACIOPSKEHUU
3aIUIIAEMBIX PECYPCOB cucTeMbl. Kaxaplii COTpyIHUK (TIpU MprueMe Ha paboTy) TOJDKEH
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HNOJNUCHIBATh 005A3aTE€IBCTBO O COOJIOJEHUM W OTBETCTBEHHOCTH 3a HapyLICHHUE
YCTaHOBJICHHBIX TpeboBaHui no coxpanenuto [1/{x yupexaeHus.

Oo0paodotka I1JIn B komnonentax UCIIIH yupexaeHus: JOJDKHA MPOU3BOAUTHCS B
COOTBETCTBHUH C YTBEPKACHHBIMU TEXHOJIOTUIECKUMHU HHCTPYKIIHSIMH.

6.8. PersiameHTanusi  NPOIECCOB  OOCAYKUBAHUSI M OCYIIECTBJICHHSA
MOAU(PUKAIMHE ANMAPATHBIX U MPOrPAMMHBIX PeCypcoB

B mensax moamepkaHus pexuMa WH(GOPMAIMOHHONW O€30MacHOCTH alapaTHoO-
nporpaMMHasi KOHQUTYypamus aBTOMAaTH3WPOBAHHBIX pabodYMx MECT COTPYAHHKOB
YUPEKIEHUS, C KOTOPBIX BO3MOXKEH TOCTYI K pecypcaM HH(OPMAIMOHHOW CHUCTEMBI,
JOJDKHa  COOTBETCTBOBATh  KPYry  BO3JIOKEHHBIX HAa  JaHHBIX  IOJb30BaTeNeH
(GyHKIIMOHATBHBIX 0053aHHOCTEH.

B xommnoHeHTax WH(GOPMAIMOHHON CHCTEMbI U Ha pabodmMx MecTax IMOJIb30BaTesei
JIOJKHBI YCTAaHABJIMBATHCS M UCIIOJIb30BATHCS JIUIICH3UOHHBIE POTPaMMHBIE CPE/ICTBA.

6.9. O0GecnieyeHne M KOHTPOJIb (PU3HYECKON IEJTOCTHOCTH (HEHM3MEHHOCTH
KOH(pUrypauumn) annapaTHbix pecypcos

OOopynoBanue WH(POPMAUMOHHBIX CHUCTEM, MCHOJIB3YEMOE HJis JOCTyna H
xpanenust [I/[H, Kk KoTopoMy JOCTyn OOCITYKHMBAIOUIEro MepcoHanda B IpoLecce
AKCIUTyaTalli He TpeOyeTcs, MOoCie HalaJl0YHbIX, PEMOHTHBIX U UHBIX padOT, CBA3aHHBIX
C IOCTYIIOM K €r0 KOMIIOHEHTaM JIOJKHO 3aKPbIBATHCS.

6.10. ITox0op U MOATOTOBKA MEPCOHAJA, 00yUeHHE M0JIb30BaTe el

[Tonb3oBatenu VCIIAH yupexaeHus, a Takke PyKOBOMASIIUNA U OOCTYKHUBAIOIIHIMA
MEPCOHAN JOJDKHBI OBITh O3HAKOMJIEHBI CO CBOMM YpPOBHEM IIOJIHOMOYHN, a TaKkKe
OpPraHU3alMOHHO-PACIOPSIANTEIIHON, HOPMATUBHOW, TEXHUUYECKON U DKCIUTyaTallHOHHOU
JIOKyMEHTAIMEH, ONpeAeIIoNniei TpedoBaHus U opsaok oopadotku [1/1H B yupexaenun.

Obecneuenne Oe3zonacHoctd I[I/IH BO3MOXKHO TOJNBKO TOCHE BBIPAOOTKU Yy
MOJIb30BaTENIC  OMpeNeIeHHON KYyJbTYphl palbOThl, T.€. HOPM, OOS3aTENbHBIX IS
WCIIOJIHEHHSI BCEMH, KTO padoTaeT ¢ MHPOPMALMOHHBIMH pecypcamu yupexaeHus. K
TaKUM HOpMaM MO>KHO OTHECTH 3allpelieHre JIOObIX YMBIIUICHHBIX WM HEYMBIITUICHHBIX
NENCTBUIN, KOTOPbIE HAPYLIAIOT HOpMalbHYIO padoTy komnoneHToB UCII/H yupexnenus,
BBI3BIBAIOT JOTOJHUTEIBHBIE 3aTPaThl PECYPCOB, HAPYIIAIOT LEJIOCTHOCTh XPAaHUMOW M
oOpabaTpiBaeMOii MH(pOpPMAlMM, HAPYIIAIOT MHTEPECHl 3aKOHHBIX IOJIb30BATEIICH,
BJIQ/ICIIBIIEB WJIM COOCTBEHHUKOB.

Bce mnonp3oBatenn WCII[dn yupexneHus TODKHBI OBITh  O3HAKOMIJICHBI C
OpPraHU3aIMOHHO - PACHOPAIUTEIBLHBIMH JOKYMEHTAMU MO OOECTICUCHHIO O€30MacHOCTU
[I/Iln yupexneHus, B 4YacTH, WX KaCarOLICUCsA, NOJDKHBI 3HaTh M HEYKOCHHUTEIBHO
BBITIOJIHATh MHCTPYKIIMU W 3HATh OOIIME OOS3aHHOCTU MO 00ecIeueHni0 0e30MacHOCTH
[Iu. [doBenenue TpeOOBaHUM YyKa3aHHBIX JOKYMEHTOB JO JIMI], JOMYIICHHBIX K
00paboTke 3amnuiiaeMbix [1/[H, JOTKHO OCYIIECTBISTHCS MO POCIIHCH.

6.11. OTBeTCTBEHHOCTh, 32  HApYUIeHMs  YCTAHOBJEHHOI0  MOPSAKA
M0JIb30BaHUsI pecypcaMu HH()POPMAIUOHHOH CHCTEMBI

Mepa OTBETCTBEHHOCTH TEpCOHAla 3a JACWCTBHsI, COBEPIICHHBICE B HapyIICHHE
YCTAHOBJICHHBIX MPaBWII oOecnieueHus: 6ezonacHou padotsl ¢ [1/IH, nomkHa onpeaensTbes
HAHECEHHBIM yIepOOM, HATUYHUEM 3JI0TO YMBICHIA U APYTUMHU (PaKTOpamu Mo yCMOTPEHUIO
PYKOBOJICTBA YUPEKIACHUS.



13

s peanu3anuy MPUHIMIA TIEPCOHATBLHOM OTBETCTBEHHOCTH TOJB30BaTENCH 3a
CBOM JICCTBUSI HEOOXOIUMBI:

- WHAWBUAyAJIbHAS HICHTHU(PHUKAIUSA TOJb30BaTeICd W WHHUIIMHPOBAHHBIX HMH
MPOIIECCOB, T.€. yCTaHOBJIEeHHWE 3a HuMH uaeHTu(dukatopa (login, Username), Ha 0aze
KOTOPOTO OYAET OCYIIECTBISATHCS pa3srpaHUYCHHE JOCTYMA B COOTBETCTBHU C MIPUHIIUIIOM
000CHOBaHHOCTH JIOCTYTIA;

- TIpOBepKa MOJTMHHOCTH TOJIb30BaTeNel (ayTeHTH(HUKAINSI) Ha OCHOBE TIapOJICH;

- peakmus Ha TIONBITKM HECAaHKIMOHHUPOBAHHOTO JOCTyNa (CHTHAJIM3AINS,
OJIOKMpPOBKA | T.1.).

6.12. CpencrBa obecnieuenusi 6ezonacHoctu I1/{n
Jlnst obGecrieueHuss MHMOPMAITMOHHOM OE30MMaCHOCTH YUPEIKICHUS HCITONIB3YOTCS
CJICTYIOINE CPEICTBA 3aIUTHI:

Duzuueckue cpedcmsa 3auumbl

dusnueckre Mepbl 3alIUThl OCHOBaHbl Ha MPUMEHEHUM PA3HOro poja
MEXAHUYECKUX, SJIEKTPOHHBIX WIIH 3JEKTPOHHO-MEXaHMUECKUX YCTPOUCTB U COOPYKEHUH,
CHEHNAIbHO MPEAHA3HAUYCHHBIX I CO3JaHMs (PU3NYECKUX MPEMSITCTBHI Ha BO3MOKHBIX
OyTAX TPOHUKHOBEHUS W JOCTyNa TNOTEHIMAIBHBIX HApPYIIUTENeH K KOMIIOHEHTaM
cuctemMbl u 3anmmaeMbiM [1/lH, a Takke TEXHHYECKHUX CpPEICTB BHU3YaJTbHOTO
HaAOJIIO/ICHUS, CBSI3U U OXPAHHOM CUTHAJIM3AIINH.

s obecneuenus ¢puszndecko 6e3omacHocTy koMnoHeHToB UCIIIH HeoOxoaumo
OCYIIECTBIISIT PSII OPTaHU3ALMOHHBIX M TEXHHUYECKHX MEPOIMPHITHHA, BKIIOYAIONINX:
IPOBEPKY 000pYI0BaHMsI, TpeIHa3HauYeHHOro /u1d 00padboTku [1/1H, Ha:

- HaJM4He CHelHalbHO BHEJIPEHHBIX 3aKJIA/IHBIX YCTPOUCTB;

- BBEJICHUE JIONOJHUTENbHbIX OrpaHUMYEHUN MO JOCTYyNy B IOMELICHUS,
npeaHa3HaueHHbIe ISl XpaHeHus: u o0padbotku 11/1H;

- 0o0opynoBaHHME CHUCTeM HWH(POpMATU3AIMK YCTPOMCTBAMU 3alllUTHl OT COOEB
AJIEKTPOINUTAHUS U TIOMEX B JIMHUSX CBS3H.

Texnuyeckue cpedcmsa 3aujumel

TexHuyeckue (amnmapaTHO-IPOrpaMMHBIE)  Mepbl  3alllUThl  OCHOBAaHbI  Ha
UCIIOJIb30BaHUU PA3IUYHBIX JJIEKTPOHHBIX YCTPOMCTB M CHEIHAIbHBIX IOpOrpaMM H
BBINIOJIHAIOMIMX (CAMOCTOSITENIbHO MM B KOMIUIEKCE C APYTMMH CPeICTBaMH) (PYyHKUUHU
3aIIUTHl (MACHTUPUKALNUIO U ayTeHTU(PUKALUIO T0JIb30BaTENEH, pasrpaHuYeHre A0CTyna
K pecypcam, perucTpaluo COObITUI, KpUNITOTpadUuuecKoe 3aKpbITUE HH(DOPMAIUH U T.1.).

C yueroM Bcex TpeOOBaHM W MPUHIUIIOB oOecreueHus Oe3omacHocTH [IJ[H 1Mo
BCEM HaIpaBJCHUSM 3alIUThl B COCTAB CHCTEMbl 3alUThl JOJIKHBI OBITh BKJIIOYEHBI
CJIeIyIOLIUE CPEICTBA:

- CpEeICTBA pa3rpaHUYEHHUs TOCTYIA K JAHHBIM;

- CpeACTBa PETUCTPALUMU JOCTyHa K KOMIOHEHTaM HMH(OPMALMOHHOW CHCTEMbI U
KOHTPOJIS 32 UCIOIb30BaHUEM UH(OpMaIINK;

- CpEICTBa pearupoBaHMsl Ha HAPYILIEHHUS peXUMa MHPOPMAIIMOHHON O€30MTaCHOCTH.

Ha texHnueckue cpencTBa 3allUThl BO3JIATAETCS PEIIEHUE CIETYIOIIMX OCHOBHBIX
3a1ay:

- uaeHTUUKalusi U ayTeHTU(UKaIMs MOoJb30BaTeNled MPU MOMOIIM HWMEH WM
CIIeMANIbHBIX armapaTHbix cpeactB (Advantor, Touch Memory, Smart Card u T1.11.);
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- perjlaMeHTanus M YIpaBJICHUE JOCTYIIOM II0Jb30BaTeled B IIOMEIICHUA, K
(U3NYIECKUM U TIOTUYECKUM YCTPONUCTBAM;

- 3alMTa OT NPOHMKHOBEHMS KOMIIBIOTEPHBIX BHUPYCOB U Pa3pyLIMTENBHOTO
BO3JICVCTBUS BPEAOHOCHBIX IIPOrPaMM;

- pEerucTpanys BCEX ACUCTBHUM I0JIb30BATEN B 3alLUIIEHHOM JXypHAJle, Haau4yue
HECKOJIbKUX YPOBHEMN PETUCTPALINH;

- 3alIMTa JaHHBIX CHUCTEMBl 3allUTHl Ha (QailllioBoM cepBepe OT JocTymna
[OJIb30BATENEN, B UbM JOJKHOCTHBIE OOSI3aHHOCTH HE BXOAWUT paboTa ¢ MHpOpMaluy,
HaXOJIICICSA Ha HEM.

Cpedcmesa udenmugukayuu u aymenmu@durayuy noiv3osamenell

B umensx npenorBpamienuss pabotrel ¢ pecypcamu  HCIIJIH  yupexaeHus
MOCTOPOHHMX JIUIl HEOOXOAMMO OOECeYUTh BO3MOKHOCTH pPACMO3HABAHUS KaXKJIOTO
JIETAJIbHOTO TOJIb30BaTeNsl (WM TPy Mosib3oBateneit). g uaeHTU(dUKAIMU MOTYT
MPUMEHSATHCS PA3JIUYHOTO POJia YCTPOMCTBA: MAarHUTHBIE KAPTOUKH, KIIKOYH, KIIFOYEBBHIC
BCTaBKH, IUCKETHI U T.II.

AytenTudukanus (MOATBEPKICHUE MOMJIMHHOCTH) IOJb30BATEIEH TAKKE MOMKET
OCYILIECTBIISTHCS:

- TMyTeM TMPOBEPKH HAJIUYMUS Yy TIOJIb30BATENICE KaKUX-THMOO CHelraibHbIX
YCTPONCTB (MAarHUTHBIX KapTOUEK, KIIFOUEH, KIIFOUEBBIX BCTABOK U T.J.);

- IyTEM MPOBEPKH 3HAHUS UMU MAPOJIEH;

- TyTEM MPOBEPKHU YHUKAIBHBIX (M3UYECKUX XAPAKTEPUCTUK U MAPaMETPOB CaMUX
MOJIb30BaTENICH MPU MOMOIIHU CTIEIIUATBHBIX OMOMETPUUECKUX YCTPOMCTB.

Cpedcmea pazepanuyerus 0ocmyna

30HBI OTBETCTBEHHOCTH M 33Ja4¥ KOHKPETHBIX TEXHMYECKUX CPEICTB 3AILUTHI
YCTAaHABJIMBAKOTCS MCXOAS U3 MX BO3MOYKHOCTEM M DIKCILTYyaTAllMOHHBIX XapaKTEPUCTHK,
ONMCAaHHBIX B JOKYMEHTALIMHU HA JAHHBIE CPEJCTBA.

TexHuyeckue cpeicTBa pa3rpaHUYeHHs] JOCTyHa JOJDKHBI MO BO3MOXHOCTU OBITh
COCTABHOM YaCThIO €IMHON CUCTEMBI KOHTPOJIS IOCTYIIA:

- Ha KOHTPOJIMPYEMYIO TEPPUTOPHUIO;

- B OTJI€JIbHBIE IOMELIEHUS;

- K KOMIIOHEHTaM HH(OPMALMOHHOW CpeIbl YUPEKIECHUS U 3JIEMEHTaM CHUCTEMbI
3amuthl 111 (pusnyeckuii noctyn);

- K HHQOPMALUMOHHBIM pecypcaM (JOKyMEHTaM, HOCUTEISIM HH(POpPMALIUH,
¢aiinam, Habopam JTaHHBIX, apXUBaM, CIIpaBKaM U T.J.);

- K aKTHBHBIM pecypcaM (IIPUKIAIHBIM IIpOrpaMMamM, 3a/1a4aM M T.I1.);

- K ONEPALMOHHON CUCTEME, CUCTEMHBIM IPOTpaMMaM U ITporpaMmmam 3aIluThI.

Cpedcmea obecneuenus u KOHMPOAA UENOCHHOCHU

CpenctBa oOecriedeHHsT 1EJIOCTHOCTH BKIIOYAIOT B CBOM COCTaB CpEACTBA
PE3EpPBHOTO  KOMHMPOBAHHS, TPOTPAMMBI  AHTUBHPYCHOM  3aIllUTBI,  MPOTPAMMBI
BOCCTAHOBJICHMS LIEJIOCTHOCTHU OTEPAI[MOHHOM cpeibl U 0a3 JaHHBIX.

CpenctBa  KOHTpOJISL — LIEJIOCTHOCTH  MH(OPMAIIMOHHBIX  PECYpCOB  CHUCTEM
IpelHa3HayYeHbl I CBOEBPEMEHHOTO OOHApY>KEHHUS MOAU(PHUKAIUU WM HUCKAXKCHHS
pecypcoB cucteMbl. OHU TIO3BOJISIOT 00€CIEUNUTh MPABUIBHOCTH (DYHKIIMOHUPOBAHUS
CHCTEMBI 3alIUTHI U LIEIOCTHOCTh XPAaHUMOM 1 00pabaTbiBaeMoil HH(pOpMaLIHH.
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KoHTponp 1enoctHoctd MHPOpMALMM U CPEACTB 3aLUTHI, C LENbI0 00ECIIeUeHUs
HEU3MEHHOCTH WH()OPMALIMOHHON CPeJIbl, ONPEEeIIeMOI MPeayCMOTPEHHON TEXHOIOTHEH
0o0pa0OTKM, W 3allUThl OT HECAaHKUHOHUpoBaHHOW Mmomubukauuu [I[IH momxeH
o0ecnieunBaThCs:

- CpeACTBAaMHM pa3rpaHUYEHUs JOCTyna (B TIOMELIEHUs, K JOKyMEHTaM, K
HOCUTEJSIM UH(OpMAaLIMH, K CEPBEPaM, JIOTUUECKUM YCTPOMCTBAM U T.I1.);

- CpEeACTBAaMU IEKTPOHHOM NOJIHNCH;

- CpEeACTBaMH IOJCYETAa KOHTPOJIBHBIX CYMM (Il MCIOJIb3yEMOr0 MPOrPaMMHOIO
obecrieueHus).

Cpencrsa onepaTuBHOIO KOHTPOJISI M PErHCTPALUMM COOBITHIT 0€30IIaCHOCTH

CpeactBa OOBEKTUBHOIO KOHTPOJS JOJKHBI 0OecreuynBaTh OOHApY>KEHUE W
pEerucTpanuo Bcex coObITHH (IeicTBUi nosib3oBaTened, nonsitok HCJ u 1.11.), KOoTOpHhIE
MOTYT IMOBJIeYb 3a COOOW HapylieHue O€30MaCHOCTH M MPHUBECTH K BO3HUKHOBEHHIO
KPU3HUCHBIX CUTyalluil. AHamu3 COOpaHHOW CpeACTBAMHU PETUCTpAlU HHPOpMaLUU
MO3BOJISIET BBISIBUTH (DaKThl COBEPIICHHS HAPYIICHHUH, UX XapaKTep, MOJACKa3aTh METO/] €r0
paccienoBaHusl U CHOCOObI TIOMCKA HApYIIMTENs W HCHpaBiieHus cutTyaruu. Cpencrsa
KOHTPOJISI U PETUCTPALIMH JOJKHBI MPEI0CTABIISITH BOBMOKHOCTHU

- BEJICHMS U aHAJIM3a KYPHAJIOB PETUCTPALMK COOBITUIM 0€30MaCHOCTH (CUCTEMHBIX
KYpHaJIOB);

- TIOJly4eHHsI TBEPAOM Komuu (Me4yaTH) SKypHaJIa pErucTpanudd COOBITHI
0e30I1aCHOCTH;

- YNOpSAIOYEHUs >KYPHAJIOB, a TaK)K€ YCTAHOBJIICHUSI OTPAaHUYEHUN HA CPOK HX
XpaHEeHUs;

- OIIEpaTUBHOIO OMOBEUIEHUSI OTBETCTBEHHOI'O 3a opraHu3anuio oopadotku I1J{H o
HapYILICHUSX.

[Ipu peructpanuu coObITUN 0€30MACHOCTH B JKypHaJIe JTOJDKHA (PUKCUPOBATHCSA
cieayroIas nHpopMarus:

- JlaTa ¥ BpeMs COOBITHS;

- uaeHTu(duUKaTop CyOBbeKTa, OCYIIECTBISIONIETO PETUCTPUPYEMOE IEUCTBHUE;

- JecTBUe (TUT JOCTYyNA).

6.13. KoHTpoJib 3(pPeKTUBHOCTH CUCTEMBI 3AIIIUTHI

Koutpons  sddexkruBHoctr  3ammutel  [I/IlH  ocymectBusieTcss ¢ 1eNblO
CBOEBPEMEHHOTO  BBISBICHHS W  npenorBpameHus yreukn [I[JlH 3a  cuer
HECAHKIIMOHUPOBAHHOTO JOCTYyNA, a TAK)K€ NPEAYNPEKICHNUS] BO3MOKHBIX CIEHUATBHBIX
BO3JCHUCTBUN, HANpaBJICHHbIX Ha yHU4YTOXeHue II/[H, paspyuieHue cpencrs
uHpopmaTuzauud. KOHTpOdAb MOXET MNPOBOAUTHCS MPUBJICKAEMbIMU MJisi 3TOW LIENU
OpraHU3alUsIMHU, UMEIOIIMMU JTULEH3UIO HAa 3TOT BUJI JEATEIIBHOCTH.

Onenka s¢dextuBHOCTH Mep 3aumThl [I/IH mpoBoaMTCA € HCHOIB30BAaHUEM
TEXHUYECKUX M MPOrPAaMMHBIX CpPEACTB KOHTPOJSA Ha NPEAMET COOTBETCTBUS
YCTaHOBJICHHBIM TPEOOBAHUSIM.



